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Teaclave

e Apache Teaclave (incubating) is an open source universal secure
computing platform, making computation on privacy-sensitive
data safe and simple.

(¢) INCUBATOR

Teaclave ABOUT POWERED BY COMMUNITY DOWNLOAD CONTRIBUTORS DOCs BLOG REPOS ASF

APACHE TEACLAVE (INCUBATING)

Apache Teaclave (incubating) is an open source universal secure computing platform,
making computation on privacy-sensitive data safe and simple.

GET STARTED —

O SECURE AND ATTESTABLE

Teaclave adopts multiple security technologies to enable secure
computing, in particular, Teaclave uses Intel SGX to serve the most
security-sensitive tasks with hardware-based isolation, memory
encryption and attestation. Also, Teaclave is written in Rust to prevent

memory-safety issues.

@ EASE OF USE

Teaclave builds its components in containers, therefore, it supports
deployment both locally and within cloud infrastructures. Teaclave also
provides convenient endpoint APIs, client SDKs and command line

tools.

= FUNCTION-AS-A-SERVICE

Teaclave is a function-as-a-service platform supporting tasks like
privacy-preserving machine learning, private set intersection, and
crypto computation. In addition, developers can also write and execute
Python function. Teaclave supports both general secure computing

tasks and flexible multi-party secure computation.

o2 FLEXIBLE

Components in Teaclave are designed in modular, and features like
remote attestation can be easily embedded in other projects. In
addition, Teaclave SGX SDK and Teaclave TrustZone SDK can also be

used separately to write TEE apps for other purposes.




Teaclave (/) INCUBATOR

e Apache Teaclave (incubating) is an open source universal secure

computing platform, making computation on privacy-sensitive
data safe and simple.

Originally developed at Baidu as MesaTEE, Rust SGX SDK Rust
TrustZone SDK projects.

Open source in The Apache Way: Open-source in July 2019 and entered
Apache Incubator, using Teaclave as the project name.

Homepage: https://teaclave.apache.org/

Repositories

e Teaclave Faas Platform: https://github.com/apache/incubator-teaclave

e Teaclave SGX SDK: https://github.com/apache/incubator-teaclave-
sgx-sdk

® Teaclave TrustZone SDK: https://github.com/apache/incubator-
teaclave-trustzone-sdk
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Teaclave TrustZone SDK
Timeline

Sep 2019: talk in Linaro Nov 2020: ACSAC Feb 2021: upgrade to Feb 2021: Software Grant Teaclave TrustZone
Connect San Diego paper published OP-TEE 3.11/3.12 Agreement submitted SDK0.1.0

Jan 25, 2019: Sep 2019: Veracruz (ARM
Oopen source Research) Jan 2021: vote to accepting
as Teaclave's sub-project

Transferring repository...

PASSED with 7 binding +1, 1 non
binding +1 and 0 -1




Background

* ARM TrustZone provide

trusted execution
environment in mobile

phone and embedded
devices

TrustZone secures mobile
payment, identification
authentication, key
management, Al models,
DRM,OS integrity, etc.
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TrustZone Architecture
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https://genode.org/documentation/articles/trustzone

TrustZone Architecture

Normal World i Secure World

client apps trusted apps

Secure Monitor



Background

* GlobalPlatform TEE specifications

e TEE System Architecture (GPD_SPE_0009): defines a
general TEE architecture

e TEE Internal Core API Specification (GPD SPE 010)

o TEE Client API Specification (GPD SPE 007): defines

communication interface between Rich OS apps and
trusted apps.

e OP-TEE: open portable trusted execution environment in
compliance with GlobalPlatform specs.
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Normal World Secure World
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OP-TEE SDK Design

: Normal World E Secure World :
E E GlobalPlatform
clioog|Flaioinn client apps P trusted apps . OP-TEE Internal
OP-TEE Client C API ro :
' o . Core C API

| TEE !
Supplicant |

# TEE Client SDK TEE TA SDK i

ARM Trusted Firmware (Secure Monitor)
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Memory-Safety

* Memory-safety issues break security guarantees of
TrustZone.

e Qualcomm's Secure Execution Environment (QSEE)

privilege escalation vulnerability and exploit
(CVE-2015-6639) : http://bits-please.blogspot.com/
2016/05/gsee-privilege-escalation-vulnerability.html

e Extracting Qualcomm's KeyMaster Keys - Breaking
Android Full Disk Encryption: http://bits-
please.blogspot.com/2016/06/extracting-qualcomms-
keymaster-keys.html
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Traditional OP-TEE TA
Development

.

crate rea rojects



Design of TA SDK

third-party crates

rust/libstd optee-utee-sys

- compiler-builtins

libutil

T
)

- C library - Rust foundation layer - Rust crates ________ . Upstream projects

14



Design of TA SDK

trusted apps
’////////' ‘\\\\\ ¢ arm-unknown-optee-trustzone
third-party crates

Two new targets in the Rust compiler/std:
¢ aarch64-unknown-optee-trustzone

T

- C library Rust foundation layer - Rust crates . Upstream projects
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Design of Client SDK

client apps
¢ arm-unknown-linux-gnu .
third-party crates

Client apps targets:

¢ aarch64-unknown-linux-gnu

|

- C library Rust foundation layer - Rust crates . Upstream projects
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Project Structure

Teaclave TrustZone SDK: https://github.com/apache/
Incubator-teaclave-trustzone-sdk

Rust: https://github.com/mesalock-linux/rust

Rust 1libc: https://qgithub.com/mesalock-linux/libc.git

Rust compiler-builtins: https://qgithub.com/
mesalock-linux/compiler-builtins.qit

WiKki: https://qgithub.com/apache/incubator-teaclave-
trustzone-sdk/wiki
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Project Structure

optee-teec: client-side Rust library

optee-utee: TA-side Rust library

optee: upstream optee library (optee client, optee os)
rust: modified Rust including

e rust: ~29 files changed, 1800 insertions

e libc: ~4 files changed, 131 insertions

e compiler-builtins: ~3 files changed, 3 insertions(+), 1
deletion(-)

examples: acipher, aes, authentication, big int,

diffie hellman, digest, hello world, hotp,
message passing interface, random, secure storage,
serde, and time

18



Current optee-teec and
optee-utee crate

® context.rs ® arithmetical.rs
® error.rs ® crypto op.rs

® operation.rs ® error.rs

® parameter.rs ® object.rs

® session.rs ® parameter.rs

® yuid.rs e time.rs

® trace.rs

® lib.rs and macros.rs
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Project Structure - rust/libstd

src/libstd/sys/optee/alloc.rs src/libstd/sys/optee/net.rs
src/libstd/sys/optee/args.rs src/libstd/sys/optee/os.rs
src/libstd/sys/optee/backtrace.rs src/libstd/sys/optee/os_str.rs
src/libstd/sys/optee/cmath.rs src/libstd/sys/optee/path.rs
src/libstd/sys/optee/condvar.rs src/libstd/sys/optee/pipe.rs
src/libstd/sys/optee/env.rs src/libstd/sys/optee/process.rs
src/libstd/sys/optee/fs.rs src/libstd/sys/optee/rwlock.rs
src/libstd/sys/optee/io.rs src/libstd/sys/optee/stack overflow.rs
src/libstd/sys/optee/memchr.rs src/libstd/sys/optee/stdio.rs
src/libstd/sys/optee/mod.rs src/libstd/sys/optee/thread.rs

src/libstd/sys/optee/mutex.rs src/libstd/sys/optee/thread local.rs

src/libstd/sys/optee/time.rs




Example: alloc.rs

use crate::libc;
use crate::alloc::{GlobalAlloc, Layout, System};

#[stable(feature = "alloc_system_type'", since = "1.28.0")] The underlying Iibrary of libc is
unsafe impl GlobalAlloc for System { libutil from OP-TEE
#[inline]

unsafe fn alloc(&self, layout: Layout) —> xmut u8 {
libc::malloc(layout.size()) as *mut u8

#[inline]
unsafe fn alloc_zeroed(&self, layout: Layout) —-> xmut u8 {
libc::calloc(layout.size(), 1) as *mut u8

#[inlinel
unsafe fn dealloc(&self, ptr: xmut u8, _layout: Layout) {
libc::free(ptr as *mut libc::c_void)

#[inline]
unsafe fn realloc(&self, ptr: xmut u8, _layout: Layout, new_size: usize) —> s*mut u8 {
libc::realloc(ptr as *xmut libc::c_void, new_size) as *mut u8
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Example: thread.rs

use crate::boxed::FnBox;

use crate::ffi::CStr;

use crate::io;

use crate::sys::{unsupported, Void};

Hee craterrtinesburation; Thread is not supported in OP-TEE
pub_struct Thread(Void); OS. Currently, we will raise a panic.
pub const DEFAULT_MIN_STACK_SIZE: usize = 4096;
inpl Thread { In the latest upstream Rust

// unsafe: see thread::Builder::spawn_unchecked for safety requirements Standard Library, thlS can be 9
build time error.

pub unsafe fn new(_stack: usize, _p: Box<dyn FnBox()>)
-> io::Result<Thread>

unsupported()

pub fn yield_now() {
panic!("unsupported")

pub fn set_name(_name: &CStr) {
panic!("unsupported")

pub fn sleep(_dur: Duration) {
panic!("unsupported");

pub fn join(self) {
match self.0 {}

pub mod guard {
pub type Guard = !;
pub unsafe fn current() —> Option<Guard> { None }
pub unsafe fn init() -> Option<Guard> { None }



Getting Started with QEMU

e Teaclave TrustZone SDK: https://qgithub.com/apache/

incubator-teaclave-trustzone-sdk/blob/master/
README.md

e QEMU for ARMvS8: https://teaclave.apache.org/trustzone-
sdk-docs/getting-started-with-optee-for-gemu-armv8/
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Getting Started with QEMU

 Clone the project and initialize related submodules

$ git clone git@github.com:mesalock-linux/rust-optee-
trustzone-sdk.git

$ cd rust-optee-trustzone-sdk

S git submodule update --init

$ (cd rust/compiler-builtins && git submodule update --init

libm compiler-rt)

$ (cd rust/rust && git submodule update --init src/stdsimd)
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Getting Started with QEMU

 Clone the project and initialize related submodules
* |nstall dependencies

e Use Docker instead

S docker build -t rust-optee-trustzone-sdk - < Dockerfile

$ docker run --rm -it -v$(pwd) : /rust-optee-trustzone-sdk \

-w /rust-optee-trustzone-sdk rust-optee-trustzone-sdk

25



Build Examples

S make optee

S source environment

S make examples
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Getting Started with QEMU

e Download OP-TEE for QEMU ARMvS8 source code.

e Build OP-TEE for QEMU ARMv8 and images.

$ docker run --rm -it -v$ (pwd) : /rust-optee-trustzone-sdk \
-w /rust-optee-trustzone-sdk \

mesalocklinux/rust-optee-trustzone-sdk-gemuv8-ci \

bash -c "cd ci && ./ci hello world.sh"

e Login (username: root) and Mount shared folder in QEMU
guest system.

e Copy TAs to corresponding directory.
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Example - Demo in QEMU

Activities [] Terminal = Wed 02:51
¢ Normal
'f) File Edit View Search Terminal Help File Edit View Search Terminal Help
[+] TA open session # 1s
[+] TA invoke command aes hotp secure_storage
[+] TA invoke command hello_world random serde
D/TC:? 0 tee ta close session:380 tee ta close # ./fhello world
_session(0xel65630) original value is 29
D/TC:? 0 tee_ta close session:399 Destroy sess 1inc value is 129
ion dec value is 29
[+] TA close session Success
[+] TA destroy # ./serde
D/TC:? 0 tee ta close session:425 Destroy TA ¢ Point { x: 1, y: 2 }
t> success
D/TC:? 0 tee ta init pseudo ta session:276 Loo # I
kup pseudo TA 2f61a5e4-cf30-411d-a3e2-1f162bch
94a8
D/TC:? 0@ load elf:827 Lookup user TA ELF 2f61a
S5e4-cf30-411d-a3e2-1f162bcb94a8 (Secure Storag
e TA)

D/TC:? ©@ load elf:827 Lookup user TA ELF 2f61a
5e4-cf30-411d-a3e2-17f162bcb94a8 (REE)

D/TC:? @ load elf from store:795 ELF load addr
ess Ox40006000

D/TC:? © tee ta init user ta session:1017 Proc
essing relocations in 2f6la5e4-cf30-411d-a3e2-
1f162bcb94a8

[+] TA create

[+] TA open session

[+] TA invoke command

serialized = {"x":1,"y":2}

deserialized = Point { x: 1, y: 2 }

D/TC:? 0 tee ta close session:380 tee ta close
_session(0xel65630)

D/TC:? 0 tee ta close session:399 Destroy sess
ion

[+] TA close session

[+] TA destroy

D/TC:? 0 tee_ta close _session:425 Destroy TA ¢
tx

]

WSS MW B Leftae
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Example - Client (Initial Design)

92 lines (82 sloc) 2.5 KB Raw Blame History

#1[allow(non_upper_case_globals)]
#1[allow(non_camel_case_types)]
#1[allow(non_snake_case)]

extern crate optee_teec;
pub use libc

pub use optee_teec: :x;
use std::ptr;

pub const TA_HELLO_WORLD_CMD_INC_VALUE: u32 = 0
pub const TA_HELLO_WORLD_CMD_DEC_VALUE: u32 = 1

pub fn main() {

let mut res: TEEC_Result;

let mut ctx: TEEC_Context = TEEC_Context {
fd: 0,
reg_mem: true,

¥

let mut sess: TEEC_Session = TEEC_Session {
ctx: &mut ctx,

e TEEC Context

value: TEEC_Value { a: 0, b: @ },
—
let param2: TEEC_Parameter = TEEC_Parameter { TEEC P t
value: TEEC Value { a: @, b: 0 }, arame e r
i —
let param3: TEEC_Parameter

y value: TEEC Value { a: a,T:EEP:Tameter { TEE C_Ope ra ti on

let param4: TEEC_Parameter = TEEC_Parameter {
s T v, TEEC InitializeContext
let param_g: [TEEC_Parameter; 4] = [paraml, param2, param3, paramé]; pr—
.
g TEEC OpenSession
param_types: 0, )
ey
e s, TEEC InvokeComman
b -———
let mut err_origin: uint32_t = 0; .
et st i - TEE D TEEC CloseSession
time_low: @x8abcf200,
time_mid: 0x2450, —
time_hi_and_version: @xlle4, L L}
clock_seq_and_node: [0xab, @xe2, 0x00, 0x02, 0xa5, 0xd5, Oxc5, Oxlbl, TEEC Fl nal l z econ text
s
g
o e e e e e e e e e e e e e e
.unsafe {
res = TEEC_InitializeContext(ptr::null_mut() as #mut c_char, &mut ctx);
if res != TEEC_SUCCESS {
println!("Init error.\0");
return;

res = TEEC_OpenSession(
&mut ctx,
anut sess,
&nut uuid,
TEEC_LOGIN_PUBLIC,
ptr
ptriznullnut() as *mut TEEC_Operation,
&mut err_origin,

null() as *const c_void,

if res != TEEC_SUCCESS {
println!("Open session error.\@");
return;

op.param_types = TEEC_PARAM_TYPES (TEEC_VALUE_INOUT, TEEC_NONE, TEEC_NONE, TEEC_NONE);
op.params[0].value.a = 29;
println!(“original value is {}", op.params[0].value.a);
res = TEEC_InvokeCommand (
&nut sess,
TA_HELLO_WORLD_CMD_INC_VALUE,
&nut op,
&nut err_origin,
)i
if res != TEEC_SUCCESS {
println!("Execute command error.\@");
return;
}
println!("update value is {}", op.params[0].value.a);

-
SN B B BN B B BN BN BN BN BN BN B BN BN BN B B BN B M B B M M M M W

TEEC_CloseSession(&mut sess);
NN Sm Em B A Em




Example - Host (Current Design)

use optee_teec::{Context, Operation, ParamType, Session, Uuid};
use optee_teec::{ParamNone, ParamValue};
use proto::{self, Command};

ParamValue: :new()

fn hello_world(session: &mut Session) —-> optee_teec::Result<()> {
let p@ = ParamValue::new(29, @, ParamType::Valuelnout);
let mut operation = Operation::new(@, p@, ParamNone, ParamNone, ParamNone);

Operation: :new ()

println!("original value is {:?}", operation.parameters().0.a());

session.invoke_command(Command::IncValue as u32, &mut operation)?;
println!("inc value is {:?}", operation.parameters().0.a());

session.invoke_command(Command: :DecValue as u32, &mut operation)?;
println!("dec value is {:?}", operation.parameters().0.a());

0k(())

session.invoke command ()

fn main() -> optee_teec::Result<()> {
let mut ctx = Context::new()?; Context: :new ()

let uuid = Uuid::parse_str(proto::UUID).unwrap();

let mut session = ctx.open_session(uuid)?;

ctx.open session()

hello_world(&mut session)?;

println!("Success");

0k(())
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Example - Trusted App (First Commit)

#! [allow(non_upper_case_globals)]
#! [allow(non_camel_case_types)]
#! [allow(non_snake_case)]

extern crate optee_utee;
pub use optee_utee: :x;

#[no_mangle]

#[no_mangle]
pub extern "C" fn TA_CreateEntryPoint() -> TEE_Result { pub extern "C" fn TA CreateEntryPoint() -> TEE Result ({

return TEE_SUCCESS; return TEE SUCCESS;

#[no_mangle]
pub extern "C" fn TA_DestroyEntryPoint() {
}

#[no_manglel
pub extern "C" fn TA_OpenSessionEntryPoint(_paramTypes: ParamTypes, _params: TEE_Param, _sessionContext: SessionP) -> TEE_Resul
return TEE_SUCCESS;
#[no_mangle]

#[no_mangle]

pub extern "C" fn TA_CloseSessionEntryPoint(_sessionContext: SessionP) { pub extern "C" fn TA OpenSessionEntryPoint (
} _paramTypes: ParamTypes,
_params: TEE Param,
#[no_mangle] _sessionContext: SessionP) -> TEE Result ({
pub extern "C" fn TA_InvokeCommandEntryPoint(_sessionContext: SessionP, _c return TEE SUCCESS:
match _commandID { =
0 => {

unsafe { _params[@].value.a += 121; }

+

1 =>{
unsafe { _params[0].value.a —= 21; } 0 => {

+

_ = unsafe { params[0].value.a += 121; }
return TEE_ERROR_BAD_PARAMETERS;

}

}
return TEE_SUCCESS;
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Example - Trusted App (Current Design)

#[ta_create]
fn create() —> Result<()> {

E trace_println!("[+] TA create"); E # [ta create]
v o0k(0) : _

E trace_println!("[+] TA open session"); E # [ta Open SeSSion]
: ok(()) ; — —

#[ta_close_session]
fn close_session() {
trace_println!("[+] TA close session");

#[ta close session]

#[ta_destroyl
fn destroy() {
trace_println!("[+] TA destroy");

#[ta destory]

#[ta_invoke_command]
fn invoke_command(cmd_id: u32, params: &mut Parameters) -> Result<()> {
trace_println!("[+] TA invoke command");
let mut values = unsafe { params.0.as_value().unwrap() };
match Command::from(cmd_id) {
Command: :IncValue => {
values.set_a(values.a() + 100);
0k(())

#[ta invoke command]

}

Command: :DecValue => {
values.set_a(values.a() - 100);
0k(())

}

_ => Err(Error::new(ErrorKind: : BadParameters)),



Example - Trusted App (Current Design)

// TA
const
const
const
const
const
const
const
const
const
const

configurations _ ]
TA_FLAGS: u32 = 0; TA configurations
TA_DATA_SIZE: u32 = 32 x 1024,

TA_STACK_SIZE: u32 = 2 % 1024;
TA_VERSION: &[u8] = b"@.1\0";

TA_DESCRIPTION: &[u8] = b"This is a hello world e TA DATA SIZE: heap size
EXT_PROP_VALUE_1: &[u8] = b"Hello World TA\Q"; TA_STACK_SIZE: stack size
EXT_PROP_VALUE_2: u32 = 0x0010;

TRACE_LEVEL: 132 = 4;
TRACE_EXT_PREFIX: &[u8] = b"TA\0Q";
TA_FRAMEWORK_STACK_SIZE: u32 = 2048;

include!(concat!(env!("OUT_DIR"), "/user_ta_header.rs"));

Include some static data structures
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Example - Proto

pub enum Command {
IncValue,
DecValue,

Command/UUID shared with host and TA.

Unknown,

impl From<u32> for Command {
#[inlinel
fn from(value: u32) -> Command {
match value {
®@ => Command: :IncValue,
1 => Command: :DecValue,
_ => Command: :Unknown,

} b Statically include the UUID str.

pub const UUID: &str = &include_str!(concat!(env!("OUT_DIR"), "/uuid.txt"));
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Example - Project Structure

arm-unknown-linux-gnu

e host/: source code of the client app

aarch64-unknown-linux-gnu

e ta/: source code of TA

_ _ arm-unknown-optee-trustzone
* ta.lds: linker script aarch64-unknown-optee-trustzone

e Xargo.toml: "Cargo.toml” for cross compilation

e ta static.rs:some static data structure for TA
e proto/: shared data structure and configurations like a protocol
e Makefile: Makefile to build host and client
e uuid. txt: UUID for TA, randomly generated if the file does not exist.
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Example - Use Serde

[package]

name = "ta"

version = "0.1.0"

authors = ["The Rust OP-TEE TrustZone SDK Project Developers"]

license = "Apache-2.0"

repository = "https://github.com/mesalock-1linux/rust-optee-trustzone-sdk.git"

description = "An example of Rust OP-TEE TrustZone SDK."
edition = "2018"

[dependencies]

libc = { path = "../../../rust/1libc" }

optee-utee-sys = { path = "../../../optee-utee/optee-utee-sys" }
optee-utee = { path = "../../../optee-utee" }

serde = { version = "1.0", features = ["derive"] }

serde_json = "1.,0" .
serde / serde json

[build_dependencies]
uuid = { version = "0.7", features = ["v4"] }
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Example - Use Serde

#[ta_invoke_command]
fn invoke_command(cmd_id: u32, _params: &mut Parameters) —> Result<()> {
trace_println!("[+] TA invoke command");
match Command::from(cmd_id) {
Command: :DefaultOp => {
let point = Point { x: 1, y: 2 };

Use serde to handle invoke

command

// Convert the Point to a JSON string.
let serialized = serde_json::to_string(&point).unwrap();

// Prints serialized = {"x":1,"y":2}
trace_println!("serialized = {}", serialized);

// Convert the JSON string back to a Point.
let deserialized: Point = serde_json::from_str(&serialized).unwrap();

// Prints deserialized = Point { x: 1, y: 2 }
trace_println!("deserialized = {:?}", deserialized);

0k(())

_ => Err(Error::new(ErrorKind: : BadParameters)),
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Example - Message Passing Interface (Proto)

use serde::{Serialize, Deserialize};
pub use serde_json;

#[derive(Serialize, Deserialize, Debug, Copy, Clone)]

Protocol

pub enum Command {
Hello,
Bye,

Unknown,

#[derive(Serialize, Deserialize, Debug)]
pub struct EnclavelInput {

pub command: Command,

pub message: String

#[derive(Serialize, Deserialize, Debug)]
pub struct EnclaveOutput {
pub message: String

impl From<u32> for Command {
#[inline]
fn from(value: u32) -> Command {
match value {
®@ => Command: :Hello,
1 => Command: :Bye,
=> Command: :Unknown,
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Example - Message Passing Interface
(Host)

pub fn invoke(&mut self, input: &proto::Enclavelnput) -> Result<proto::EnclaveOutput> {
let command_id = input.command as u32;
let mut serialized_input = proto::serde_json::to_vec(input).unwrap();

let p@ = ParamTmpRef::new_input(serialized_input.as_mut_slice());
let pl = ParamTmpRef::new_output(&mut self.buffer);
let p2 = ParamValue::new(@, @, ParamType::Valuelnout);

let mut operation = Operation::new(®, p@, pl, p2, ParamNone);

let uuid = Uuid::parse_str(&self.uuid).unwrap();

let mut session = self.context.open_session(uuid)?;
session.invoke_command(command_id, &mut operation)?;
let len = operation.parameters().2.a() as usize;

let output: proto::EnclaveOutput = proto::serde_json::from_slice(&self.buffer[0..len]).unwrap();
Ok (output)

fn main() -> optee_teec::Result<()> {
let url = format!("trustzone-enclave://{}", proto::UUID);

let mut enclave = EnclaveClient::open(&url).unwrap(); Invoke Comand o o Hello W|'th

let input = proto::EnclaveInput {

command: proto::Command::Hello, EnClaveInle.t

message: String::from("World!")

HH
let output = enclave.invoke(&input).unwrap();
println!("{:?}", output);

0k(())
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Example - Message Passing Interface
(TA)

fn handle_invoke(command: Command, input: proto::EnclaveInput) -> Result<proto::EnclaveOutput> {
match command {
Command: :Hello => {
let output = proto::EnclaveOutput {
message: format!("Hello, {}", input.message)
b
Ok (output)
by
Command: :Bye => {
let output = proto::EnclaveOutput {
message: format!("Bye, {}", input.message)
b
Ok (output)
b,

_ => Err(Error::new(ErrorKind: :BadParameters)),

Return proto: :EnclaveOutput.
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Trusted Storage API for Data and Keys

 Trusted Storage Spaces
 Transient objects

e Persistent objects
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Trusted Storage API for Data and Keys

Figure 5-1: State Diagram for TEE_ObjectHandle

Key

M Generic operations
M Transient operations
M Persistent operations

Start

TransientObject::allocate

ObjectHandle: :restrict usage

TransientObject: :reset

Generic Object Functions
TEE_CloseObject

Transient Object Functions
TEE_FreeTransientObject

not INITIALIZED
&&
not PERSISTENT

Transient Objects

TransientObiject: :populate

ObjectHandle: :copy attribute from

TransientObject: :reset

ObjectHandle: :generate_ key

Generic Object Functions
TEE_CloseObject

Transient Object Functions

~.
~
~.
~..
~~
~ao
~a.
-~
.l
~~
~
-~

. TEE_FreeTransientObject INITIALIZED . .
@: ______ && ObjectHandle: :restrict usage
4 End ot not PERSISTENT

Persistent Objects N

|
is used to copy the source Object. | . .
This operation does not changethe |__ ' PerSlStentObj ect: :create
state of the source handle. Te—_ §:

|

|

PersistentObject: :create

ObjectHandle: :restrict usage

INITIALIZED
&&
PERSISTENT

Generic Object Functions

TEE_CloseObject PersistentObject: : rename

Persistent Object Functions
TEE_CloseAndDeletePersistentObjectl

PersistentObject: : {open,create}

Start

42



Other Examples

e hello world: minimal project structure

e aes: crypto, shared memory APIs

e hotp: crypto APIs

e random: crypto APIs

e secure_storage: secure object related APIs

® message passing interface

e serde: Rust third-party crates for de/serialization
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Struct Context

Methods
as_mut_raw_ptr
new
new_raw
open_session

open_session_with_operat...

Trait ion:

Documents & Wiki

‘l All crates v

Struct optee_teec::Context

An abstraction of the logical connection between a client application and a TEE.
Methods

impl Context

pub fn new() -> Result<Context>

Creates a TEE client context object.

Drop

Auto Trait Implementations

Send

Sync

Blanket Implementations

let ctx = Context::new().unwrap();

pub fn new_raw(fd: c_int, reg_mem: bool) -> Result<TEEC_Context>
Creates a raw TEE client context with implementation defined parameters.

Any
Borrow
BorrowMut
From

Into
TryFrom

Trylnto

Structs

Context
Error
Operation
ParamTypes
Parameter
Parameters
Session

Uuid
Enums

ConnectionMethods
ErrorKind

ParamType
Type Definitions
Result

Crates

hex

libc
optee_teec
optee_teec_sys

uuid

let raw_ctx: optee_teec_sys::TEEC_Context = Context::new_raw(0, trt

pub fn as_mut_raw_ptr(&mut self) -> *mut TEEC_Context

Converts a TEE client context to a raw pointer.

Examples

let mut ctx = Context::new().unwrap();
let mut raw_ptr: *mut optee_teec_sys::TEEC_Context = ctx.as_mut_rav

pub fn open_session(&mut self, uuid: Uuid) -> Result<Session>
Opens a new session with the specified trusted application.

The target trusted application is specified by uuid.

Examples

let mut ctx = Context::new().unwrap();
let uuid = Uuid::parse_str("8abcf200-2450-11e4-abe2-0002a5d5c51b") .
let session = ctx.open_session(uuid).unwrap();

pub fn open_session_with_operation(
&mut self,
uuid: Uuid,
operation: Operation

) -> Result<Session>

Opens a new session with the specified trusted application, pass some parameters to TA by &

The target trusted application is specified by uuid.

Examples

let mut ctx = Context::new().unwrap();

let uuid = Uuid::parse_str("8abcf200-2450-11e4-abe2-0002a5d5c51b") .,
let p0O = Parameter::from_value(42, 0, ParamType::ValueInout);

let pl = Parameter::
let p2 = Parameter
let p3 = Parameter::
let mut operation = Operation::new(0, p0®, pl, p2, p3);

let session = ctx.open_session_with_operation(uuid, operation).unwr

Trait Implementations
impl Drop for Context

Auto Trait Implementations

Enum ErrorKind

Variants

Generic
AccessDenied
Cancel
AccessConflict
ExcessData
BadFormat
BadParameters
BadState
ItemNotFound
Notimplemented
NotSupported
NoData
OutOfMEmory
Busy
Communication
Security
ShortBuffer
ExternalCancel
TargetDead

Unknown

Trait Implementations
Clone
Copy
Debug
Eq
From<ErrorKind>
Hash
ord
PartialEq<ErrorKind>

PartialOrd<ErrorKind>

Auto Trait Implementations

Send

Sync

Blanket Implementations
Any
Borrow
BorrowMut
From
Into
ToOwned
TryFrom
Tryinto

Structs

Context
Error
Operation
ParamTypes
Parameter

Parameters

&  Allcrates v

Enum optee_teec:ErrorKind

A list specifying general categories of TEE client error and its corresponding code in OP-TEE c]
Variants

Generic

Non-specific cause.
AccessDenied

Access privileges are not sufficient.
Cancel

The operation was canceled.
AccessConflict

Concurrent accesses caused conflict.
ExcessData

Too much data for the requested operation was passed.
BadFormat

Input data was of invalid format.

BadParameters

Input parameters were invalid.
BadState

Operation is not valid in the current state.
ItemNotFound

The requested data item is not found.

NotImplemented

The requested operation should exist but is not yet implemented.

NotSupported
The requested operation is valid but is not supported in this implementation.

NoData

Expected data was missing.

OutOfMEmory

System ran out of resources.

Busy

The system is busy working on something else.
Communication

Communication with a remote party failed.

Security

A security fault was detected.

ShortBuffer
The supplied buffer is too short for the generated output.

ExternalCancel

Implementation defined error code.

TargetDead

Implementation defined error code: trusted Application has panicked during the operation.

Unknown

Unknown error.
Trait Implementations

impl Clone for ErrorKind

impl Ord for ErrorKind

impl From<ErrorKind> for Error

impl Eq for ErrorKind

impl Copy for ErrorKind

impl PartialOrd<ErrorKind> for ErrorKind

impl PartialEq<Errorkind> fZ[ZrorKind

imnl Hach far Frearkind

Getting started with OPTEE for QEMU ARMv8

Mingshen Sun edited this page 21 hours ago - 2 revisions

To run examples on the QEMU ARMv8 emulator, we need first build OP-TEE for QEMU ARMv8.
You can install dependencies with this instruction or use our Dockerfile.

Download OP-TEE for QEMU ARMv8 source code.

$ mkdir -p ~/bin
$ curl https://storage.googleapis.com/git-repo-downloads/repo > ~/bin/repo & chmod a
$ export PATH=~/bin:$PATH
$ mkdir optee-gemuv8-3.4.0 & cd optee-gemuv8-3.4.0 && \
repo init -q -u https://github.com/OP-TEE/manifest.git -m gemu_v8.xml -b 3.4.0 & \
repo sync -j4 —-no-clone-bundle

Build OP-TEE for QEMU ARMV8 and images.

$ cd build & \
make -j2 toolchains && \
make QEMU_VIRTFS_ENABLE=y CFG_TEE_RAM_VA_SIZE=0x00300000 —j$(nproc)

Create a shared folder to share example host apps and TAs with QEMU guest system.

$ mkdir shared_folder
$ cp ALL_HOST_APPS_TAS shared_folder/

Run QEMU.
$ make run-only QEMU_VIRTFS_ENABLE=y QEMU_VIRTFS_HOST_DIR=$(pwd)/shared_folder
Mount shared folder in QEMU guest system (username: root).
$ mkdir shared && mount -t 9p -o trans=virtio host shared
Copy TAs to corresponding directory.
$ cd shared & cp *.ta /lib/optee_armtz/
Execute host apps.

$ ./hello_world
original value is 29
inc value is 129
dec value is 29
Success

Note that if you are under a environment without GUI, you please comment out the following
codein gemu_v8.mk and use nc instead.

diff --git a/qemu_v8.mk b/gemu_v8.mk

index 8271590..1c4a91b 100644

——— a/qemu_v8.mk

+++ b/qemu_v8.mk

@@ -163,9 +163,9 @@ run-only:
n -sf $(ROOT)/out-br/images/rootfs.cpio.gz $(BINARIES_PATH)/
$(call check-terminal)
$(call run-help)

= $(call launch-terminal,54320,"Normal World")

= $(call launch-terminal,54321,"Secure World")

= $(call wait-for-ports,54320,54321)

# $(call launch-terminal,54320,"Normal World")

# $(call launch-terminal,54321,"Secure World")

# $(call wait-for-ports,54320,54321)

cd $(BINARIES_PATH) && $(QEMU_PATH)/aarch64-softmmu/gemu-system-aarch64 \
-nographic \
—serial tcp:localhost:54320 -serial tcp:localhost:54321 \

+ o+ o+

Before start QEMU, run two nc to listen port 54320 and 54321 .

$ nc -1 127.0.0.1 54320
$ nc -1 127.0.0.1 54321

Then open QEMU by make run-only , and start by input c .

Tl new aga

v Pages @

Home

Getting started with OPTEE
for QEMU ARMv8

+ Add a custom sidebar

Clone this wiki locally

https://github. com/mesalc
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Test

e ctest: Automated testing of FFI bindings in Rust. This
repository Is intended to validate the *-sys crates that
can be found on crates.io to ensure that the APIs in Rust
match the APIs defined in C.

e QEMU integration tests, no unit tests for now

e Travis CI
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Run/Test Examples in
QEMU

S docker run --rm -it \
-v$ (pwd) : /rust-optee-trustzone-sdk \

-w /rust-optee-trustzone-sdk \

mesalocklinux/rust-optee-trustzone-sdk-gemuv8-ci \
bash -c¢ "cd ci && ./ci hello world.sh"
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Powered by

e Baidu: Smart loT, Self-driving Car, Cloud

* Veracruz: A framework for defining and deploying
collaborative, privacy-preserving computations amongst a
group of mutually mistrusting individuals.
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Roadmap for Teaclave
TrustZone SDK

Bring more Rust crates (libraries) into OP-TEE
Upstream the target in the Rust compiler
Make more components "Rusty"”

Provide full-functional Rust Standard Library
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Roadmap

Rust crates ecosystem
P T

Bring more Rust crates (libraries) into OP-TEE

Upstream the target
in the Rust compiler

Make more components
IIRustyll

syscalls

Provide full-functional Rust
Standard Library

- C library Rust foundation layer - Rust crates . Upstream projects
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Thanks!



