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Data Privacy

e big data analytics, machine learning, cloud/edge
computing, and blockchain

e public cloud infrastructure

¢ |ntellectual property such as models and algorithms



Secure Computing
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Secure Computing

Private Computation: private set intersection
Private Machine Learning: multi-party model training
Homomorphic encryption/Oblivious transfer MPC

Hardware-based isolation, memory encryption and attestation:
Intel SGX, ARM TrustZone

Platform providers: Microsoft Azure, Google Cloud, IBM Cloud

Untrusted/Normal World +  Trusted/Secure World
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Secure Computing
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Platform providers: Microsoft Azure, Google Cloud, IBM Cloud




Intel SGX

¢ [ntel® Software Guard Extensions

e Hardware-based isolation and memory encryption provides
more code protection to help you develop and deliver more
secure solutions.




SGX Ecosystem: Now and Next

Legacy App

LibOS/
Unikernel

| SGX |

- Today we can build SGX application with SDK

« or we can deploy legacy application in containerized SGX
environment based on LibOS and Unikernel concepts

- Still, lots of effort for developers



SGX Ecosystem Landscape

intel _—
SRR m= Microsoft

Foundations SGX:SDK W Open Eﬁda‘(e 4'— T
R :
o 1 N
Language ' Asylo Rust SGX SDK EGo & Edgeless RT S EDP
runtimes C++ | Google - ; A Rust | Fortanix
¢ W
Library OSes Occlum SGX-LKL W/ Graphene Enarx
Ant G te WASM | Red H
A4
DevOps Inclavare Marblerun +
container | A service mesh | !
|
\ ' |
App Project Oak Veracruz 'L Teaclave CCF
frameworks 500gle h Arm - A FaaS | BaidL blockchain | Microsoft Red Hat
! 1
we 07 R |
G o gl e a r'm Apache Teaclave
(incubating)

https://blog.edgeless.systems/the-open-source-landscape-of-confidential-computing-in-2021-7f847ebfc0a9



SGX Ecosystem: Now and Next

Sensitive Data Management

Services
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- We need a framework or platform that allow the programmer
to concentrate on the business logic and automates more
protection of their code and data without worrying about
technical detalls of different TEE implementations.

SysTex 2019, Scaling Towards Confidential Computing, Simon Johnson
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Teaclave (/) INCUBATOR

e Apache Teaclave (incubating) is an open source universal secure
computing platform, making computation on privacy-sensitive data
safe and simple.

Originally developed at Baidu called MesaTEE/Rust SGX SDK, open-source in
July 2019

Entered Apache Incubator on August 2019, using Teaclave as the project name

Open source in The Apache Way

Homepage: https://teaclave.apache.org/

Repositories (sub-projects)

 Teaclave: https://github.com/apache/incubator-teaclave

e Teaclave SGX SDK: https://github.com/apache/incubator-teaclave-sgx-sdk

e Teaclave TrustZone SDK: https://github.com/apache/incubator-teaclave-
trustzone-sdk
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Highlights

Function-as-a-Service

function-as-a-service interfaces

built-in functions and Python executors

Secure and Attestable

Intel SGX: hardware-based isolation, memory encryption and
attestation

Rust: fast, memory-safe, system programming language

Ease of Use

deployment on the cloud infrastructure

API, SDK, CLI, SGX tool, etc

Flexible

attestation, RPC, functions, binder
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Workflow

e FaaS interface

e function: business logic
e data: sensitive data

e participants: parties involved in a task

e Workflow of a task in Teaclave
1. register sensitive data into the platform
2. register a function you want to execute with the data
3. create a task

4. run the task and get results

< —> Teaclave
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Teaclave Design



Architecture

WebAssembly Executor

. __ Graphene Executor
| Authentication @ Y Storage
Service i

Frontend 7 ' Management ' Scheduler

Execution

Service | . Service | Service _
_ i S | - Service
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| |
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Teaclave Architecture

—Pp internal endpoint connections
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Service Overview | .

| Flexible, can support all
| kinds of SGX runtime
P - : | and other TEE.
Json Web Token (JWT) as our " B /
| reference implementation [ LevelDB ] _v
V - - V | Stateless service, )
= ' - il S | designed to be
| Authentication , g Storage | deployed in cloud infra
Service | Bl Service 3 o )

Scheduler
Service

Frontend | Management
Service | | Service

Execution

‘
| Service

(N

o | — ,
| Management function/data | | st e e )
registration, task approve/ | Access Control | | ; : :
, _ | Service | workers with desired
invocation, access control, | | S
| _ | S ' capabilities
data persistency, etc. 1 9 - )
. S ) |
( _ ) ‘ =) api endpoint connections
Authenticate requests, — : _ ) _
forward to management AN access control -3 internal endpoint connections
| service and can provide " engine using Python-
potential load balancing like DSL
AL _J \_ _
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o
Clients authenticate their id/

credential to get a session key.

| This session key will be used later
| to communicate with the frontend
service.

| The frontend service will
| authenticate all client requests.

Persist functions, data, task
into database.

Service

Frontend
Service

q

Authentication

‘

Fetch task ready for execution
from database.

, | ' Storage
Service

' Management |
Service |

!

| Redirect valid requests to
the management service.

' Access Control
| Service |

~

| Client then registers data

| and function if needed, and
| assign, approve, invoke
task. Clients can also get

| information of functions,

| task, etc.

! Get Authorization of data/

| invocation, etc.

) |

‘ i:
\ e
lll/\

s

function usages, task

Subscribe/Pull tasks, then
execute functions. Update
| status and execution results.

Scheduler
Service

Execution
Service

mmd api endpoint connections

—Pp internal endpoint connections

Service Interfaces Overview
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| service TeaclaveStorage {
rpc Get

rpc Put
rpc Delete

rpc Enqueue

service TeaclaveAuthenticationApi Dequeue

rpc UserRegister

rpc UserLogin
| service TeaclaveScheduler {

rpc PublishTask

service TeaclaveAuthenticationInternal { rpc Subscribe
rpc UserAuthenticate | N rpc PullTask

L

rpc UpdateTaskStatus

‘\} service TeaclaveManagement {
| ' UpdateTaskResult

rpc RegisterInputFile
rpc RegisterOutputFile
rpc RegisterFusionOutput
rpc RegisterInputFromOutput
rpc GetOutputFile
‘ rpc GetInputFile
| service TeaclaveFrontend { rpc RegisterFunction
rpc RegisterInputFile | rpc GetFunction
rpc RegisterOutputFile | '] :pc CreateTask
rpc RegisterFusionOutput | . rpc GetTask
rpc RegisterInputFromOutput rpc AssignData
rpc GetOutputFile | ' rpc ApproveTask
rpc GetInputFile InvokeTask
rpc RegisterFunction
rpc GetFunction
rpc CreateTask

rpc GetTask | service TeaclaveAccessControl {

rpc AssignData rpc AuthorizeData
rpc AuthorizeFunction
rpc AuthorizeTask

AuthorizeStagedTask

rpc ApproveTask
InvokeTask
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service impl

app/enclave communication

PRI Sy

function impl

/services

/worker

/binder

attestation

build/runtime configuration

others
/types
/tests
/examples
/sdk

/common
/utils
/docker
e /cli
/crypto

/file_agent |

' service protocol def ‘
| /services/proto |

' Authentication
Service

Frontend
Service

. /attestation, /rpc, |
/dcap |

/config

Storage

Service

Scheduler
Service

Management E "
: xecution
Service

t
| Service

' Access Control |
e | Service |
mics ,
/third party |
/licenses °

/docs
/keys

mmd api endpoint connections

—J» internal endpoint connections
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Service Protocol Definition

| Generated structs, traits,
and helper functions

protobuf DSL -P

Teaclave structs
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Service Protocol Definition

services/proto/src/proto/teaclave authentication service.proto

teaclave_common_proto. credential = 1;

accept = 1;

{
UserRegister(UserRegisterRequest) (UserRegisterResponse);
UserLogin (UserLoginRequest) (UserLoginResponse) ;

{

UserAuthenticate (UserAuthenticateRequest) (UserAuthenticateResponse);




- Service Protocol Definition

| Generated structs, traits, |
E and helper functions
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#[derive(Clone, PartialEq, ::prost::Message)
#[derive(serde:: Serialize, serde::Deserialize)

#Hprost(string, tag= ]
subject_task_id: std::string:: Generated request/response

#prost(string, tag="2")] . message in Rust

object_function_id: std::string::
#Hprost(string, repeated, tag= ]
object_input_data_id_list: ::std::vec:: <std::string::
#H{prost(string, repeated, tag= ]
object_output_data_id_list: ::std::vec:: <std::string::

derive(Clone, PartialEq, ::prost::Message)
derive(serde:: Serialize, serde::Deserialize)

#{prost , tag=
accept: ,

derive(Clone, serde::Serialize, serde::Deserialize, Debug)
serde(tag = , rename_all = )

#[allow(clippy:: large_enum_variant)
#[derive(Clone, serde::Serialize, serde::Deserialize, Debug)
#[serde(tag = , rename_all = )

Generated trait definition of RPC
interfaces

authorize_data(
& ’
request: teaclave_rpc:: .. teaclave_access_control_service::
) — teaclave_types:: < .. teaclave_access_control_service::




Service Protocol Definition

#[into_request(TeaclaveAuthenticationApiRequest :: UserRegister)
#[derive(Debug)

1d: std::string:: ,
password: std::string::

new(id: , passwonrd:

id: id.into(),
password: password.into(),

into_request(TeaclaveAuthenticationApiResponse:: UserRegister)
derive(Debug, Default)

into_request(TeaclaveAuthenticationApiRequest:: UserLogin)
derive(Debug)

1d: std::string:: ,

password: std::string:: ,
services/proto/src/teaclave authentication service.rs




Service Implementation

* App part
* Read runtime configuration file

* Invoke service enclave and pass configuration to the enclave

e Enclave entrypoint
 Get attestation report

e | aunch service to serve connections

e Enclave service part
* Register struct as a service implementation

* Implement traits defined in the protocol

25



Service Implementation

* App part

Read runtime configuration file

Invoke service enclave and pass configuration to the enclave

start_enclave_service(tee: < >, config:

input = ::new(config);
command =

tee.invoke:: <

unsafe { libc::raise(signal_hook::

s hew .context

conflig = teaclave_config:: s from_toml(
.context( )

tee_ref = tee.clone();

std:: thread:: spawn( |
start_enclave_service(tee_ref,

20

>(command, input) {...}




Service Implementation

e Enclave entrypoint
* (et attestation report, enclave info, and create server config

e | aunch service to serve connections

27



Service Implementation

start_service(config: & — anyhow:: Q) . Get listen address

(

listen_address = config.internal_endpoints.access_control.listen_address;
as_config = &config.attestation;
attestation_config = cinew(...); Construct attestation config

attested_tls_config = s:new() " Do remote attestation

.config(attestation_config) Get attested TLS config
.generate_and_endorse() _

.unwrap()

.attested_tls_config() J Load and verify enclave info
.unwrap(); ' __

enclave_info = ::verify_and_new(...)?;

accepted_enclave_attrs: <teaclave_types:: > =

.dter()
.map(|service|
.collect();
server_config = . from_attested_tls_config(attested_tls_config)
.unwrap() )
.attestation_report_verifier(...)
.unwrap();

Get accepted enclave attributes used for verifier of TLS attestation

Construct trusted TLS server config with attested TLS config

Init access control service

::init_acs() .unwrap();

server = N 1 = 1@ & 5y =T =T [o [T VT Wy s P Create a trusted TLS server
service = service:: s:new();
server.start(service) {...}

)

Construct a service

Start the service with trusted TLS Server



Service Implementation

e Register struct as a service implementation

Proc macro will generate impl of
TeaclaveService for the struct, need to provide
create name, trait name, and error struct

#[teaclave_service(
teaclave_authentication_service,
TeaclaveAuthenticationApi,
TeaclaveAuthenticationError

)

#[derive(Clone)

db_client:

jwt_secret:

29



Service Implementation

* Implement traits defined in the protocol

30



I RI C . Trusted channel with one-way

| (client -> server) attestation.

¢ Communication between client/service

e Support trusted channel (attested TLS Channel)

Authentication Client Authentication Service

RegisterRequest

f
| ;
— register

RegisterResponse
APl Service
LoginRequest

AuthenticateRequest |

Client

Internal Service

AuthenticateResponse

authenticate

e e B——

| Trusted channel with mutual
(client <-> server) attestation.

31



RPC

e Client, Endpoint
e SgxTrustedTIsChannel, SgxTrustedTIsServer

Service

Request (JsonProtocol Response (JsonProtocol)

length (big endian) length (big endian)

{ {
"request": "user_login", "result": "ok",
"id": "user_id", "response": "user_login",
"password": "user_ password", "token": "eyJOeXAioO...",

} }

32



e Echo example

. C1me:.
22 spawn (
s certs(&
.unwrap

: pkcs8_private_keys(& io:: fs:: : .unwrap
.unwrap() [0];
.parse().unwrap();
conTlig .. new
.server_cert(&cert|0/.as_ref(), &private_key.0

Lunwrap();
server = . ::new(addr, config);
server.start .unwrap

c:sleep( .. from_secs

::new( ) .connect() .unwrap();
::new(channel) .unwrap();

.to_string(),

‘ client.say(request);
, response_result);

t! (response_result.is_ok());
t! (response_result.unwrap().message =




App/Enclave Communication

¢ ecall: message passing communication, use binder to send
request similar with RPC

e ocall: define ocall on demand
= :

Use message passing method to do

| request. Requests will be serialized in

| bytes and deserialized in enclave.

/

ECallCommand::StartService |

StartServicelnput |
~ #[handle_ecall]

StartServiceOutput

Enclave

On demand ocalls

34



App/Enclave Communication

* App

Construct an input of start service
ecall with the runtime config

/]

start_enclave_servicejtee: )
LIRS | ::new(config); I Define command as start service

command = 9 - _ I

tee.invoke:: < >(command, input) {...

unsafe { libc::raise(signal_hook::

‘ Use TeeBinder ref to invoke
command with input

35



App/Enclave Communication

e Enclave

‘L Define function (i.e., entrypoint) to handle a ecall

!

| Register handlers for various ecall command ]

36



Attestation

e Attestation in TLS handshake

ClientHello

Server Hello
Server Certificate
Server Key Exchange
Server Hello Done

Server Cert
Verifier

Client Certificate
: Client Key Exchange
Client Change Cipher Spec
Finished

Change Cipher Spec
Finished

Application Data

37



Attestation

e Server certificate (same for client certificate)

Server Certificate |
(X509) ; | Get report 1 Attestation
| i@ Service

Key

. § / Put report in
Extension cert's extension|

attestation report

o Attestation report will be refreshed after a period of time.

| o The server certificate will be also updated automatically.




Attestation

e Server certificate verifier

Server Certificate
(X509)

| e verify report with AS's public key
| e verify mr enclave with e attestation report
enclave info.toml

Key

| o verify other items in report to
decide whether to trust this server

extract report

Extension

attestation report

39



Attestation

[

. g ‘ mr_enclave =
e Server certificajrpemme
[

mr_enclave

mr_signer
mr_enclave
mr_signer

¢ verify report with AS's public key
e verify mr enclave with
enclave info.toml

e verify other items in report to
decide whether to trust this server

e enclave info.toml is generated at build time containing
information like mr signer and mr enclave of all
enclaves.

e enclave info.toml should be signed by all auditors and
will be verify at the startup of a service.

40

auditors git:(devélop) tree

albus_dumbledore
albus_dumbledore.public.pem
albus_dumbledore.sign.sha256
godzilla

N

g
g

odzilla.public.pem
odzilla.sign.sha256

optimus_prime

N

0
0

ptimus_prime.public.pem
ptimus_prime.sign.sha256

|
- o wow ow ow w|



Attestation

e Attestation in TLS handshake

ClientHello

Server Hello |
Server Certificate <
Server Key Exchange

Verify attestation
report

Server Hello Done

Server Cert )
Verifier

Client Certificate
Client Key Exchange

| Client J/ Change Cipher Spec
| I — /| Finished
Client certificate with client's attestation
report Change Cipher Spec
T ) Finished

Application Data

Both verification is done, established a trusted
TLS channel between client and server.

41
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Server certificate with server's
attestation report

Verify attestation
report




Runtime/Build Configuration

e Build configuration: build-time configuration, i.e., hard-
coded in the sources, which may be security-related config.

e Runtime configuration: loaded at runtime, e.g., listen addr.

{ listen_address =
{ listen_address =

]
{ listen_address = , advertised_address
{ listen_address = , advertised_address
{ listen_address = , advertised_address
{ listen_address = , advertised_address

{ listen_address = , advertised_address
{ listen_address = , advertised_address =

e_size = 409600

lave_info = { path =
ignatures = [

Mmanagement

37 scheduler

m o m mn nu
— —



Worker

Execution Service

Worker

Executor Runtime
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Function Implementation

e Native executor
¢ Define struct and implement trait

e Register functions

44



Function Implementation

¢ Define struct and implement trait

json_model =
f = runtime.open_input
.read_to_string(& json_model

.
I

= serde_json:: from_str(&json_model)?;
runtime.open_input
ta = parse_test_data(in_data

.
’

set = model.predict(&test_data);

1t = runtime.create_output
predict_set.iter
of_result, , predict_value

summary = , predict_set.len
summary
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Functions Executors

e Builtin Executor

* functions written in Rust and natively executed

e MesaPy Executor

e functions written in Python and run in MesaPy for SGX

e WAMR Executor
* WebAssembly bytecodes

46



Function Executors

' Authentication - Storage
Service ~ Service

Buit-in
. Executor

Frontend | ' Management ' Scheduler ' ' MesaPy

Service | . Service ~ Service N ~ Executor

| WAMR
' Access Control | Executor
| Service | R—

\
i

mmd api endpoint connections

—J» internal endpoint connections
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Function Executors

test  %rcx,%rcx
Buit-in NEYE! setne %dl

Authentication
Service

Storage

Service Executor Functions | movzbl %dl,%esi

mov %es1,%ecx

Frontend

Management ' Scheduler MesaPy Python "
. Service  Service Executor Functions | P pgthon

Service

WAMR WebAssembly

' Access Control | Executor Functions
Service S — : WEBASSEMBLY
4
. compile

48



Functions

Currently, we have these built-in functions:

e builtin-echo : Return the original input message.

builtin-gbdt-train : Use input data to train a GBDT model.

e builtin-gbdt-predict : GBDT prediction with input model and input test data.

e bulitin-logistic-regression-train : Use input data to train a LR model.

e builtin-logistic-regression-predict : LR prediction with input model and input test data.

e builtin-private-join-and-compute : Find intersection of muti-parties' input data and compute sum of the common items.

e builtin-ordered-set-intersect : Allow two parties to compute the intersection of their ordered sets without revealing anything
except for the elements in the intersection. Users should calculate hash values of each item and upload them as a sorted list.

builtin-rsa-sign : Signing data with RSA key.

builtin-face-detection : An implementation of Funnel-Structured cascade, which is designed for real-time multi-view face
detection.

builtin-principal-components—analysis : Example to calculate PCA.

builtin-password-check : Given a password, check whether it is in the exposed password list.

https://teaclave.apache.org/docs/codebase/function/
49



WebAssembly Examples

Machine Learning C’ e V@
Models l' l

Apache TVM

WebAssembly
Bytecode
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Test

e unit test: small and internal tests
e Integration test: public API tests

¢ functional test: protocol-level tests

51



Test

¢ Unit tests In enclave

1
|

‘ : | | :
 Test Driver (E - LU Y Service (Enclave)

..mpsc::channel;

%

get_mock_servicel();
st = tinew .into_request();

ert! (service.get(request).is_ok




Test

e |ntegration tests in enclave

start_echo_service();

I (echo_success)

"I T
L_CCUIIl

A~
cull

channel s:new( ) .connect() .unwrap();
ier ::new(channel) .unwrap () ;

.to_string(),

~esult = client.say(request);
, response_result);

~t! (response_result.is_ok());
t! (response_result.unwrap() .message =

53



Test

Functional tests In enclave

test_login_success,
test_login_fail,
test_authenticate_success,
test_authenticate_fail,
test_register_success,
test_register_fail,

%

_Llogin_fai

54



e Coverage

SOURCE FILES ON DEVELOP

m LIST 110 CHANGED 61  SOURCE CHANGED 37  COVERAGE CHANGED 61

> attestation/
> binder/

> m common/
> config/

> services/

- types

> m utils/

> worker/

95



Getting Started

Try
e My First Function
e Write Functions in Python

e How to Add Built-in Functions

Design

e Threat Model

e Mutual Attestation: Why and How
e Access Control

e Build System

e Teaclave Service Internals

Contribute

* Rust Development Guideline

e Development Tips

Documentation
Codebase https://teaclave.apache.org/docs/

56
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Teaclave Community

Platformsersd\ ' Commercial Products

~ Service Providers o I Academic Research

* - Teaclave | - o
Developers Ecosystem M Teaching Platform

' Open Source Projects

; Library Users
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Projects Powered by Teaclave

o®o
%, 000 F‘ PHALA - ? . [ l ] Occl @ LayerX
BaichsE NETWORK ¢o0 cCium
ADVAN CA substraTEE
060
o : . @ ; " CONFIDENTIALCOMPUTING @
kJ cNoMAaQ =l Anonify @ CONSORTIUM | Veracruz
) secret
crypto.com ~etwork
INCLAVARE OP-TEE (:’2/ ‘ e =
e CONTAINERS @ o *' b aanoue il FTBEN
Alibaba Group

https://teaclave.apache.org/powered-by/
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Projects Powered by Teaclave

Organizations

e Alibaba

e Ant Group
e Baidu

e ByteDance
e Enigma

e LayerX

Projects

e Advanca: A privacy-preserving general-purpose compute/storage infrastructure for Dapps.

» Anonify: A blockchain-agnostic execution environment with privacy and auditability based on TEE.

» Eigen Network: Eigen is an end-to-end privacy computation network for a better digital economy based on hybrid
privacy computation protocols and Al federated machine learning.

e Enigma Core: Enigma Core library. The domain: Trusted and Untrusted App in Rust.

e Crust Network: A decentralized storage blockchain of Web3.0 ecosystem based on TEE and Substrate.

e Crypto.com Chain: Alpha version prototype of Crypto.com Chain.

 Inclavare Containers: A novel container runtime, aka confidential container, for cloud-native confidential computing
and enclave runtime ecosystem.

e Occlum: Occlum is a memory-safe, multi-process library OS for Intel SGX.

» Phala Network: A TEE-Blockchain hybrid architecture implementing Confidential Contract on Polkadot.

» SafeTrace: Privacy preserving voluntary COVID-19 self-reporting platform for contact tracing.

e Secret Network: A blockchain-based, open-source protocol that lets anyone perform computations on encrypted
data, bringing privacy to smart contracts and public blockchains.

e substraTEE: Trusted Off-Chain Compute Framework for substrate blockchains.

e Veracruz: Veracruz is a framework for defining and deploying collaborative, privacy-preserving computations

amongst a group of mutually mistrusting individuals.
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Case Study - MesaTEE by Baidu
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Case Study - SafeTrace: COVID-19
Self-reporting with Privacy
e Developed by Enigma

® a privacy-preserving data sharing and analytics platform

Data control / access flow

User-Controlled Encrypted data Plaintext data in secure Aggregate data
data enclave

» Global Results Ul

Location Self-
Reporting Service

» Private Computation Service

»| Individual Results Ul

- Powerd by Teaclave SGX SDK

61



Thank you!

Join us on our mailing list: https://lists.apache.org/list.htmi?
dev@teaclave.apache.org

* Visit our homepage: https://teaclave.apache.org/

Follow us at @ApacheTeaclave

Discord: https://discord.gg/ynECXsxm5P

Checkout our code: https://qgithub.com/apache/incubator-
teaclave

Contributors: https://teaclave.apache.org/contributors/

e (Call for collaborations and contributors!
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Thanks!
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