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Data Privacy

• big data analytics, machine learning, cloud/edge 
computing, and blockchain


• public cloud infrastructure


• intellectual property such as models and algorithms
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Secure Computing

Platform Provider (untrusted)

Trusted & Secure 
Environment

Clients Service Providers

Financial Data

Health Data
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AI Model

Big Data Analytics
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Secure Computing
• Private Computation: private set intersection


• Private Machine Learning: multi-party model training


• Homomorphic encryption/Oblivious transfer MPC


• Hardware-based isolation, memory encryption and attestation: 
Intel SGX, ARM TrustZone


• Platform providers: Microsoft Azure, Google Cloud, IBM Cloud

App Enclave

Untrusted/Normal World Trusted/Secure World
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Secure Computing
• Private Computation: private set intersection


• Private Machine Learning: multi-party model training


• Homomorphic encryption/Oblivious transfer MPC


• Hardware-based isolation, memory encryption and attestation: 
Intel SGX, ARM TrustZone


• Platform providers: Microsoft Azure, Google Cloud, IBM Cloud

Enclave

Trusted/Secure World
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Intel SGX
• Intel® Software Guard Extensions


• Hardware-based isolation and memory encryption provides 
more code protection to help you develop and deliver more 
secure solutions.

App

Operating System

App App App

Virtual Machine Manager

  Hardware Intel 
SGX

Enclave
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SGX Ecosystem: Now and Next

Legacy App

App Enclave

SDK SGX

App

LibOS/
Unikernel

• Today we can build SGX application with SDK


• or we can deploy legacy application in containerized SGX 
environment based on LibOS and Unikernel concepts


• Still, lots of effort for developers
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SGX Ecosystem Landscape
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https://blog.edgeless.systems/the-open-source-landscape-of-confidential-computing-in-2021-7f847ebfc0a9

Apache Teaclave 
(incubating)



Platform

SGX Ecosystem: Now and Next
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• We need a framework or platform that allow the programmer 
to concentrate on the business logic and automates more 
protection of their code and data without worrying about 
technical details of different TEE implementations.

SysTex 2019, Scaling Towards Confidential Computing, Simon Johnson
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Teaclave
• Apache Teaclave (incubating) is an open source universal secure 

computing platform, making computation on privacy-sensitive data 
safe and simple.

• Originally developed at Baidu called MesaTEE/Rust SGX SDK, open-source in 

July 2019


• Entered Apache Incubator on August 2019, using Teaclave as the project name


• Open source in The Apache Way


• Homepage: https://teaclave.apache.org/


• Repositories (sub-projects)


• Teaclave: https://github.com/apache/incubator-teaclave


• Teaclave SGX SDK: https://github.com/apache/incubator-teaclave-sgx-sdk


• Teaclave TrustZone SDK: https://github.com/apache/incubator-teaclave-
trustzone-sdk
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Highlights
• Function-as-a-Service

• function-as-a-service interfaces


• built-in functions and Python executors


• Secure and Attestable

• Intel SGX: hardware-based isolation, memory encryption and 

attestation


• Rust: fast, memory-safe, system programming language


• Ease of Use

• deployment on the cloud infrastructure


• API, SDK, CLI, SGX tool, etc


• Flexible

• attestation, RPC, functions, binder
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Workflow

12

• FaaS interface

• function: business logic


• data: sensitive data


• participants: parties involved in a task


• Workflow of a task in Teaclave

1. register sensitive data into the platform


2. register a function you want to execute with the data


3. create a task


4. run the task and get results

TeaclaveClientsClientsClients



Teaclave Design

13



Management 
Service

Storage 
Service

Scheduler 
Service

Access Control 
Service

Execution 
Service
Execution 

Service
Execution 

Service

C
lients

Frontend 
Service

Authentication 
Service

api endpoint connections
internal endpoint connections

Architecture
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Teaclave Architecture

WebAssembly Executor

Graphene Executor



Frontend 
Service

Authentication 
Service

Management 
Service

Storage 
Service

Scheduler 
Service

Access Control 
Service

Execution 
Service
Execution 

Service
Execution 

Service

C
lients

api endpoint connections
internal endpoint connections

Json Web Token (JWT) as our 
reference implementation LevelDB

Stateless service, 
designed to be 
deployed in cloud infra

An access control 
engine using Python-
like DSL

Dispatch tasks to 
workers with desired 
capabilities

Flexible, can support all 
kinds of SGX runtime 
and other TEE.

Authenticate requests, 
forward to management 
service and can provide 
potential load balancing

Management function/data 
registration, task approve/
invocation, access control, 
data persistency, etc.
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Frontend 
Service

Authentication 
Service

Management 
Service

Storage 
Service

Scheduler 
Service

Access Control 
Service

Execution 
Service
Execution 

Service
Execution 

Service

C
lients

api endpoint connections
internal endpoint connections

Clients authenticate their id/
credential to get a session key. 
This session key will be used later 
to communicate with the frontend 
service.

Client then registers data 
and function if needed, and 
assign, approve, invoke 
task. Clients can also get 
information of functions, 
task, etc.

The frontend service will 
authenticate all client requests.

Redirect valid requests to 
the management service.

Get Authorization of data/
function usages, task 
invocation, etc.

Persist functions, data, task 
into database.

Fetch task ready for execution 
from database.

Subscribe/Pull tasks, then 
execute functions. Update 
status and execution results.
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Service Interfaces Overview
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Clients authenticate their id/
credential to get a session key. 
This session key will be used later 
to communicate with the frontend 
service.

Client then registers data 
and function if needed, and 
assign, approve, invoke 
task. Clients can also get 
information of functions, 
task, etc.

The frontend service will 
authenticate all client requests.

Redirect valid requests to 
the management service.

Get Authorization of data/
function usages, task 
invocation, etc.

Persist functions, data, task 
into database.

Fetch task ready for execution 
from database.

Subscribe/Pull tasks, then 
execute functions. Update 
status and execution results.
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service TeaclaveAuthenticationApi {

  rpc UserRegister

  rpc UserLogin

}


service TeaclaveAuthenticationInternal {

  rpc UserAuthenticate

}

service TeaclaveFrontend {

  rpc RegisterInputFile

  rpc RegisterOutputFile

  rpc RegisterFusionOutput

  rpc RegisterInputFromOutput

  rpc GetOutputFile

  rpc GetInputFile

  rpc RegisterFunction

  rpc GetFunction

  rpc CreateTask

  rpc GetTask

  rpc AssignData

  rpc ApproveTask

  rpc InvokeTask

}

service TeaclaveManagement {

  rpc RegisterInputFile

  rpc RegisterOutputFile

  rpc RegisterFusionOutput

  rpc RegisterInputFromOutput

  rpc GetOutputFile

  rpc GetInputFile

  rpc RegisterFunction

  rpc GetFunction

  rpc CreateTask

  rpc GetTask

  rpc AssignData

  rpc ApproveTask

  rpc InvokeTask

}

service TeaclaveScheduler {

  rpc PublishTask

  rpc Subscribe

  rpc PullTask

  rpc UpdateTaskStatus

  rpc UpdateTaskResult

}

service TeaclaveStorage {

  rpc Get

  rpc Put

  rpc Delete

  rpc Enqueue

  rpc Dequeue

}

service TeaclaveAccessControl {

  rpc AuthorizeData

  rpc AuthorizeFunction

  rpc AuthorizeTask

  rpc AuthorizeStagedTask

}

service TeaclaveExecution {

}

RPC Interfaces



Frontend 
Service

Authentication 
Service

Management 
Service

Storage 
Service

Scheduler 
Service
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Service
Execution 

Service
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lients
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internal endpoint connections

RPC 
/rpc

service impl 
/services

function impl 
/worker

service protocol def 
/services/proto

attestation 
/attestation, /rpc, 

/dcap

app/enclave communication 
/binder

build/runtime configuration 
/config

others 
• /types

• /tests

• /examples

• /sdk

• /file_agent

• /common

• /utils

• /docker

• /cli

• /crypto

mics 
• /third_party

• /licenses

• /docs

• /keys
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Service Protocol Definition

protobuf DSL Generated structs, traits, 
and helper functions Teaclave structs
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Service Protocol Definition
protobuf DSL Generated structs, traits, 

and helper functions Teaclave structs

services/proto/src/proto/teaclave_authentication_service.proto
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Service Protocol Definition
protobuf DSL Generated structs, traits, 

and helper functions Teaclave structs
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Service Protocol Definition
protobuf DSL Generated structs, traits, 

and helper functions Teaclave structs
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Generated request/response 
message in Rust

Generated trait definition of RPC 
interfaces



Service Protocol Definition
protobuf DSL Generated structs, traits, 

and helper functions Teaclave structs

services/proto/src/teaclave_authentication_service.rs24



Service Implementation
• App part

• Read runtime configuration file


• Invoke service enclave and pass configuration to the enclave


• Enclave entrypoint

• Get attestation report


• Launch service to serve connections


• Enclave service part

• Register struct as a service implementation


• Implement traits defined in the protocol
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Service Implementation
• App part

• Read runtime configuration file


• Invoke service enclave and pass configuration to the enclave

26



Service Implementation
• Enclave entrypoint

• Get attestation report, enclave info, and create server config


• Launch service to serve connections
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Service Implementation

28

Construct attestation config

Do remote attestation


Get attested TLS config

Get listen address

Load and verify enclave info

Get accepted enclave attributes used for verifier of TLS attestation

Construct trusted TLS server config with attested TLS config

Init access control service

Create a trusted TLS server

Construct a service

Start the service with trusted TLS Server



Service Implementation
• Register struct as a service implementation
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Proc macro will generate impl of 
TeaclaveService for the struct, need to provide 
create name, trait name, and error struct



Service Implementation
• Implement traits defined in the protocol
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RPC
• Communication between client/service


• Support trusted channel (attested TLS channel)

Client API Service

register

login

Client Internal Service
authenticate

RegisterRequest

RegisterResponse

LoginResponse

LoginRequest

AuthenticateResponse

AuthenticateRequest

Authentication ServiceAuthentication Client

Trusted channel with one-way 
(client -> server) attestation.

Trusted channel with mutual 
(client <-> server) attestation.
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RPC
• Client, Endpoint


• SgxTrustedTlsChannel, SgxTrustedTlsServer


• JsonProtocol
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Client Service
Response

Request

Request (JsonProtocol)

length (big endian)

{

  "request": "user_login",

  "id": "user_id",

  "password": "user_password",

}

Response (JsonProtocol)

length (big endian)

{

  "result": "ok",

  "response": "user_login",

  "token": "eyJ0eXAiO...",

}



RPC
• Echo example
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App/Enclave Communication
• ecall: message passing communication, use binder to send 

request similar with RPC


• ocall: define ocall on demand

App Enclave

ECallCommand::StartService 
StartServiceInput

StartServiceOutput
#[handle_ecall]

On demand ocalls

Use message passing method to do 
request. Requests will be serialized in 
bytes and deserialized in enclave.
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App/Enclave Communication
• App

35

Define command as start service

Use TeeBinder ref to invoke 
command with input

Construct an input of start service 
ecall with the runtime config



App/Enclave Communication
• Enclave
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Register handlers for various ecall command

Define function (i.e., entrypoint) to handle a ecall



Attestation
• Attestation in TLS handshake

Client Server

ClientHello

Server Hello

Server Certificate 

Server Key Exchange

Server Hello Done

Client Certificate 
Client Key Exchange

Change Cipher Spec


Finished

Change Cipher Spec

Finished

Application Data

Server Cert 
Verifier

Client Cert 
Verifier
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Attestation
• Server certificate (same for client certificate)

Server

Attestation 
Service

Server Certificate 
(X509)

Extension


attestation report

Key

...

Get report

Generate key

Put report in 
cert's extension
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• Attestation report will be refreshed after a period of time.

• The server certificate will be also updated automatically.



Attestation
• Server certificate verifier

Server Certificate 
(X509)

Extension


attestation report

Key

...

attestation report

extract report

• verify report with AS's public key

• verify mr_enclave with 
enclave_info.toml


• verify other items in report to 
decide whether to trust this server
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Attestation
• Server certificate verifier

Server Certifi


Extension


attestation report

Key

...

attestation report

extract report

• verify report with AS's public key

• verify mr_enclave with 
enclave_info.toml


• verify other items in report to 
decide whether to trust this server

• enclave_info.toml is generated at build time containing 
information like mr_signer and mr_enclave of all 
enclaves.


• enclave_info.toml should be signed by all auditors and 
will be verify at the startup of a service.
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Attestation
• Attestation in TLS handshake

Client Server

ClientHello

Server Hello

Server Certificate 

Server Key Exchange

Server Hello Done

Client Certificate 
Client Key Exchange

Change Cipher Spec


Finished

Change Cipher Spec

Finished

Application Data

Server Cert 
Verifier

Client Cert 
Verifier
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Server certificate with server's 
attestation report

Client certificate with client's attestation 
report

Verify attestation 
report

Verify attestation 
report

Both verification is done, established a trusted 
TLS channel between client and server.



Runtime/Build Configuration
• Build configuration: build-time configuration, i.e., hard-

coded in the sources, which may be security-related config.


• Runtime configuration: loaded at runtime, e.g., listen addr.
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Worker

Execution Service

Worker

Executor Runtime
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Function Implementation
• Native executor


• Define struct and implement trait


• Register functions
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Function Implementation
• Define struct and implement trait
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Functions Executors

• Builtin Executor

• functions written in Rust and natively executed


• MesaPy Executor

• functions written in Python and run in MesaPy for SGX 


• WAMR Executor

• WebAssembly bytecodes
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Management 
Service

Storage 
Service

Scheduler 
Service

Access Control 
Service

MesaPy 
Executor

Buit-in 
Executor

WAMR 
Executor

C
lients

Frontend 
Service

Authentication 
Service

api endpoint connections
internal endpoint connections

Function Executors
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Function Executors
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Native 
Functions

Python 
Functions

WebAssembly 
Functions

...

compile



Functions

https://teaclave.apache.org/docs/codebase/function/
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WebAssembly Examples

Machine Learning

Models

Apache TVM

WebAssembly

Bytecode
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Teaclave
Privacy-preserving 
Machine Learning



Test
• unit test: small and internal tests


• integration test: public API tests


• functional test: protocol-level tests
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Test
• Unit tests in enclave
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Test Driver (App)

Test Driver (Enclave)
Service (App)

Service (Enclave)call test cases

call test cases



Test
• Integration tests in enclave
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Test
• Functional tests in enclave
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Test
• Coverage
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Getting Started
• Try


• My First Function


• Write Functions in Python


• How to Add Built-in Functions


• Design

• Threat Model


• Mutual Attestation: Why and How


• Access Control


• Build System


• Teaclave Service Internals


• Contribute

• Rust Development Guideline


• Development Tips


• Codebase
Documentation 

https://teaclave.apache.org/docs/
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Teaclave Community

Library Users

Platform Users

Developers

Service Providers
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Teaclave 
Ecosystem

Commercial Products

Academic Research

Open Source Projects

Teaching Platform



Projects Powered by Teaclave

58

https://teaclave.apache.org/powered-by/

https://teaclave.apache.org/powered-by/
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Projects Powered by Teaclave



Case Study - MesaTEE by Baidu

Powered by Teaclave

60



Case Study - SafeTrace: COVID-19 
Self-reporting with Privacy

• Developed by Enigma


• a privacy-preserving data sharing and analytics platform

Powerd by Teaclave SGX SDK
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Thank you!
• Join us on our mailing list: https://lists.apache.org/list.html?

dev@teaclave.apache.org


• Visit our homepage: https://teaclave.apache.org/


• Follow us at @ApacheTeaclave


• Discord: https://discord.gg/ynECXsxm5P


• Checkout our code: https://github.com/apache/incubator-
teaclave


• Contributors: https://teaclave.apache.org/contributors/


• Call for collaborations and contributors!
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Thanks!
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